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Dear Me Webber,

In the IPT letterof 13 April 2017 the Tribunal asked for a response in open “basedon acrumed

acts whether, o transferof BCD and/or BPD to onother agencyor organisation, including a foreign

agency, had taken place, they have regarded ¡Los within their remit, and confíe that, fa that event, they

would have provided active oversight.

As you know, there was a procedural hearing inthis case on Friday S May 2017 Your letterof 27 April

2017 was considered at that hearing. Representations were madeby the Claimant to the effect thatthe

Tribunal should ask the Commissioners o provide some further information. That isthe purposeof this,

letter whose format has been agreed between both parties to the complaint

Two issues arse.

Firs, the Claimant supgested thatthe use of assumed facts was not necessaryinthe case of sharing by

CH with industry partners

(GC has disclosed policy documentation indicating thatit shares “ses of raw SlantData with

commercial partners and suppliers contractedto developnew systems andcopabibtiesfor GCHOL” The

document, à copy of whichis attached, also eutinesthe processes that GCHA follows priarto releasing

data ofthis sor to industry partners.

Ina Response toa Request for Further Information, GCHQ has provided the following relevant

Information:

“The postion regarding GOO ls that 8CO/SPD may be shared with industry partners where

necessary forthe purposes of developingand testing GCHQ operational systems. Industry

partners are required to specify the controls that they intend to apply in relation to retention, use,

examination and destruction. These controlsare subject to approval before sharing. The

approval processis set out in a request form. [.]

when operational data (which could in theory include BCD/ BD) I shared with industry

partners, its usually retained within GCHO premises in the UK. When tis not stored within

GCHA premises, the storage willbe accredited by GCHQ. in al such cases the storage has been

within the UK."

‘The Claimant's skeleton argument of 23 February 2017 sets out the Clalmant' case as to what has been

placed in the publie domain and avowed-

“itis common ground that GCHQ disclose entire databases of “caw sigint data” to “industry

partners” who have been “contracted to develop new systemsond capables for

GCHQ" [attached] It is avowed that there are “frequent releases of routine sets of raw Sigiat dota

Lo industry partners” [attached] When this occurs, there appearto be few safeguards For



‘example, there appears to be no requirement for each search to be explained and justified in
serting, Security clearance is required only “wherever posse” [attached]”

there has in the past boen oversight of Industry sharing by the

Commissioners. in particular, they wish to know whetherthe Commissioners carried out an audit of the

transfer of data to industry partners and audited the use made ofthe transferred data. Have the

Commissioners visited industry partners in order to check the use made of bulk data that has been shared

and transferred orto which access has been glven, and the systems and safeguards applied? For example,

the Claimant hasserveda Request fo Information asking

“15. Has the Inteligence Services Commissioner or any other oversight body ever audited the

sharing of BCD and/or BPO with. industry partners?

(a) 150, how was the audit conducted?

tb) What were the results ofthat audit?

e) Did the audit examine the actual queries and use made of tranterced data, and ts

storage and destruction?”

The dates, frequency and circumstancesof any auditwillalso be relevant, as well as the procedures used

Jo condes the audit and information about the depth ofthe audit. How often do the Commissioners visit

“industry partners’? What works carried out to audit their use of BCD/APOs? What sort of searches and

investigations are carried out?

‘The Tribunal would be grateful for the Commissioners assistance with an open response to these queries

assoon as possible,

Second, in the letter of 13 Apri the Tribunal asked whetherthe Commissioners would have provided

“active oversight’. We note that the Commissioners’ response isin terms of matters being within the

scope ofthe Commissioners’ oversight It does not deal with whether “active” oversight would have been

carried out.

lt may be relevant to know whetherthe Commissioners have taken active steps to implement oversight

‘within their remit. matters within the scope ofthe Commissioners remit but has never been infact

‘audited and no other form of active oversight has been carried out, lt may be suggested by the Clazmant

thatthe oversight provided to date has not been adequate The Tribunal would therefore be grateful fora

mare detailed open response to the questionso that the actual application of any oversightcan be

understood,even fin necessary general terms.

This letters served purzuant to section 68(2) of IPA 2000.

‘The hearing on sharing is sted for Monday5 June 2017 and the Claimant'sske

Monday15 May. We would therefore appreciate as prompta response as possible.

argumentis due on

Yours sincerely

Susan Cobb

Tribunal Secretary


